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PREFACE

The world has been transformed since the 1980s, when the Council of Europe’s Conven-
tion 108 became the first binding international instrument to seek to protect against abuses
in the processing of personal data. Since that time, the quantity, variety and speed of data
processing have grown dramatically, creating new industries as well as new regulatory
concerns and frameworks. Enabled by ever more powerful computing and communica-
tions technology, the collection, storage, sharing, analysis, and other processing of data
now pervades the operations of all sectors of the economy.

In-house counsel and general law practitioners, as well as information law specialists, need
to have a good working understanding of data protection law and convenient access to the
key pieces of legislation in this increasingly complex and important area of law.

On 31 December 2020, the United Kingdom General Data Protection Regulation (the UK
GDPR) replaced the EU’s General Data Protection Regulation (the EU GDPR) as the
UK’s primary general data protection law following the end of the Brexit transition period.

Important aspects of the UK GDPR regime, including permitted national derogations, are
contained in the Data Protection Act 2018 (DPA 2018).

As well as being a vital part of the legislative jigsaw when advising on the UK GDPR
regime, the DPA 2018 sets out:
• the regime governing the processing of personal data in connection with law

enforcement
• the regime for the processing of personal data controlled by intelligence services
• the roles and powers of the Information Commissioner, and various criminal

offences.

The end of the Brexit transition period, and introduction of the UK GDPR, resulted in a
number of immediate changes for organisations with a UK nexus.

However, the longer-term implications of Brexit for data protection law remain to be seen.
At the time of writing, a key question in the short-term remains whether (and on what
terms) the EU will grant the UK an adequacy decision, which would:
• allow transfers of personal data from the European Economic Area (EEA) to the

UK to continue under the EU GDPR without organisations needing to employ
additional transfer mechanisms or specific derogations, and

• suspend the application of the ‘Frozen GDPR’ regime that applies to certain
personal data further to Article 71 of the EU-UK Withdrawal Agreement.

In the longer-term it remains uncertain to what extent the UK will diverge from the key
principles of the EU GDPR, and whether any UK adequacy decision granted by the EU
will be revoked by the EU or successfully challenged at the Court of Justice.

What seems certain, given that three-quarters of the UK’s cross-border data flows are with
EU countries, is that EU data protection law will remain a key area of focus for UK
organisations. This Handbook, therefore, covers both UK data protection law and also the
EU GDPR regime at EEA level.

Since the last edition of this Handbook, the body of key guidance issued by the UK
Information Commissioner’s Office (ICO) and European Data Protection Board (EDPB)
has grown considerably. EDPB guidance is directly relevant to the EU GDPR regime and
is also likely to remain highly influential in relation to interpretations of the UK GDPR
regime.

Therefore, this edition has been supplemented with statutory codes issued by the ICO, and
guidelines issued or endorsed by the EDPB, including draft versions where final versions
were not available at the time of publication.
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This Handbook also includes key legislation concerning related laws that practitioners will
often find it useful to refer to when considering data protection matters, including:
• ePrivacy
• Human rights.

Amendments are indicated using the house style of the LexisNexis® Handbook series as
follows: In force repeals/revocations are indicated by an ellipsis. Insertions and in force
substitutions are in square brackets. Prospective repeals/revocations or substitutions are in
italics with, in the case of substitutions, the text to be substituted set out in the notes (note
that this also applies to prospective substitutions that have been brought into force for
some, but not all, purposes). Text that has been repealed or revoked with savings in
relation to its continued application is also in italics (with details of the relevant savings
or transitional provisions set out in the notes). A summary follows—

— insertion (in force and prospective): [text in square brackets]

— in force substitution: [text in square brackets]

— prospective substitution: text in italics (with new text set out in notes)

— in force repeal or revocation: . . . (an ellipsis)

— prospective repeal or revocation: text in italics

— repealed/revoked with savings or transitional provisions: text in italics (with details
of savings, etc, set out in notes)

Commencement information is given at provision level for Acts and SIs in cases where the
provision came into force on or after 1 April 2016, or where it is not yet in force for all
or some purposes.

This Handbook is up-to-date to 1 April 2021, though later developments have been
included where possible.

Adam Gillert, Solicitor
Lexis®PSL Information Law team

Anthony Taylor CIPP/E, Solicitor
Data Protection Officer
LexisNexis® Legal & Professional
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