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Foreword 

With the date for the UK to leave the European Union (EU) fast-approaching (Brexit), businesses still have 

no certainty as to what regime will govern international transfers of personal data between the UK and 

European Economic Area (EEA) after 29 March 2019, let alone in the years ahead. 

In the Data Protection Intelligence Group (the Group)’s previous paper Brexit and international personal 

data transfers: practical approaches for the private sector in a time of uncertainty, the Group provided 

detailed commentary on a variety of potential Brexit outcomes and their implications for international 

transfers of personal data between the UK and the rest of the world. 

While the form and timing of Brexit remains uncertain at the date of this paper, what is clear is that there 

is a high likelihood of the UK (at some point) wholly exiting the EU/EEA data protection framework, leading 

to the creation of separate UK and EU data protection regimes, each of which may impose different 

requirements on international transfers of personal data and prohibit transfers to the other. 

Consequently, the contractual provisions which businesses have previously used to address international 

transfers (eg often expressed as simple restrictions on transfers outside the EEA and to international 

organisations) will no longer be sufficient for processing arrangements with a UK nexus.  

This paper is designed to assist businesses in drafting international transfer provisions that will operate 

pre-Brexit, during any transition period and once the UK establishes a separate data protection regime to 

the EEA. 

Laws regarding international transfers of personal data are highly complex, with many ‘grey’ areas. We 

were delighted to once again have the opportunity to draw on the knowledge and experience of the 

leading data protection experts who authored this paper. 

Lexis®PSL Information Law Team 

About the Data Protection Intelligence Group 

The Group is a forum comprised of leading Information Law experts and chaired by the Lexis®PSL 

Information Law team at LexisNexis®. The Group is focused on developing practical guidance for the 

market regarding best practice in data protection areas relevant to commercial transactions. 

This paper represents the second contribution of the Group on Brexit. 

  

https://blogs.lexisnexis.co.uk/content/future-of-law/brexit-and-international-personal-data-transfers
https://blogs.lexisnexis.co.uk/content/future-of-law/brexit-and-international-personal-data-transfers
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Further resources 

This paper assumes the reader is familiar with the General Data Protection Regulation, Regulation (EU) 

2016/679, (GDPR), the Data Protection Act 2018 (DPA 2018) and the concepts set out below. Additional 

guidance on these concepts is available for subscribers of Lexis®PSL as follows: 

Concept Further guidance from Lexis®PSL 

Brexit Brexit toolkit 

GDPR GDPR toolkit 

DPA 2018 The Data Protection Act 2018 

Chapter V of the GDPR, including restrictions on 
international transfers, adequacy decisions, 
appropriate safeguards and permitted 
derogations 

International transfers of personal data under the 
GDPR 

Key definitions (including controller, processor, 
and personal data) 

Key definitions under the GDPR 

Extra-territorial reach of the GDPR Extra-territorial reach under the GDPR 

Template data protection clauses  
List of data protection clauses and agreements 
for commercial transactions and personal data 
processing and sharing—GDPR compliant 

Disclaimer 

The contents of this paper are not intended to and do not constitute legal advice and no solicitor-client 

relationship is formed through use of the paper. We do not warrant or guarantee the accuracy, 

completeness or adequacy of the paper and your use of the paper or materials linked to or referenced in 

the paper are at your own risk. 

 

  

https://www.lexisnexis.com/uk/lexispsl/publiclaw/document/414284/5KPJ-CH91-DYYF-V318-00000-00/Brexit%20toolkit
https://www.lexisnexis.com/uk/lexispsl/publiclaw/document/414284/5SNK-M5W1-DYYF-V07B-00000-00/GDPR%20toolkit
https://www.lexisnexis.com/uk/lexispsl/informationlaw/document/393990/5PHP-HD91-F18F-K39J-00000-00/The_Data_Protection_Act_2018
https://www.lexisnexis.com/uk/lexispsl/informationlaw/document/393990/5SSC-5YK1-F18F-K1HF-00000-00/International_transfers_of_personal_data_under_the_GDPR
https://www.lexisnexis.com/uk/lexispsl/informationlaw/document/393990/5SSC-5YK1-F18F-K1HF-00000-00/International_transfers_of_personal_data_under_the_GDPR
https://www.lexisnexis.com/uk/lexispsl/informationlaw/document/393990/5RY2-KDG1-F18F-K11X-00000-00/Key_definitions_under_the_GDPR
https://www.lexisnexis.com/uk/lexispsl/tmt/document/393990/5M4X-R6S1-F18F-K49F-00000-00/Extra---territorial---reach-under-the-GDPR/163863
https://www.lexisnexis.com/uk/lexispsl/informationlaw/document/393990/5STD-9MS1-F18F-K199-00000-00/List_of_data_protection_clauses_and_agreements_for_commercial_transactions_and_personal_data_processing_and_sharing_GDPR_compliant
https://www.lexisnexis.com/uk/lexispsl/informationlaw/document/393990/5STD-9MS1-F18F-K199-00000-00/List_of_data_protection_clauses_and_agreements_for_commercial_transactions_and_personal_data_processing_and_sharing_GDPR_compliant
https://www.lexisnexis.com/uk/lexispsl/informationlaw/document/393990/5STD-9MS1-F18F-K199-00000-00/List_of_data_protection_clauses_and_agreements_for_commercial_transactions_and_personal_data_processing_and_sharing_GDPR_compliant
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Introduction to the template sub-clause 

Purpose of the template sub-clause 
This paper is designed to be read with the Group’s paper Brexit and international personal data transfers: 

practical approaches for the private sector in a time of uncertainty. You should read that paper before 

this document. 

The template below sets out wording designed to fit into a broader data processing clause entered into 

between a controller and processor, in order to address restrictions on transfers of personal data 

(Transfer Restrictions) imposed by:  

• Chapter V of the GDPR; and  

• any equivalent UK laws that establish a separate UK regime governing the processing of personal 

data post-Brexit (Retained UK DP Laws) 

As explained in Brexit and international personal data transfers: practical approaches for the private 

sector in a time of uncertainty, Transfer Restrictions prevent transfers of personal data to third countries 

(and certain ‘international organisations’) unless an appropriate Transfer Mechanism is in place.  

Scope of the template sub-clause 
The template is drafted for use in an agreement governed by English law entered into before the UK exits 

the EEA and which will continue to operate:  

• if the UK remains in either the EU or EEA (or delays its exit from one or both) 

• during and after any ‘transition period’ further to the draft Withdrawal Agreement announced 

by UK and EU negotiators in November 2018 (or any subsequently negotiated similar 

arrangement that has the same effect as regards personal data transfers between the UK and 

EEA) 

• in the event of a no deal Brexit, in which the UK leaves the EEA without agreeing a transition 

period 

The provisions should be amended as appropriate based on specific circumstances and any developments 

in the Brexit process subsequent to the publication of this paper. 

It is suitable for addressing the following situations: 

• Situation 1: a controller in the UK transfers personal data to a processor in the EEA (outside the 

UK), with that EEA processor transferring the processed personal data back to the controller in 

the UK 

• Situation 2: a controller in the UK transfers personal data to a processor outside the EEA (and UK), 

with that non-EEA processor transferring the processed personal data back to the controller in 

the UK 

• Situation 3: a controller in the EEA (outside the UK) transfers personal data to a processor in the 

UK, with that UK processor transferring the processed personal data back to the controller in the 

EEA 

Please note that any specific local law requirements under the law of any country other than the UK are 

not considered. 

https://blogs.lexisnexis.co.uk/content/future-of-law/brexit-and-international-personal-data-transfers
https://blogs.lexisnexis.co.uk/content/future-of-law/brexit-and-international-personal-data-transfers
https://blogs.lexisnexis.co.uk/content/future-of-law/brexit-and-international-personal-data-transfers
https://blogs.lexisnexis.co.uk/content/future-of-law/brexit-and-international-personal-data-transfers
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Additional provisions will need to be included in the agreement between controller and processor to 

address all other requirements of the GDPR (or Retained UK DP Law) other than the Transfer Restrictions, 

including the requirements of Article 28 of the GDPR. Subscribers to Lexis®PSL should see the precedents 

available in the Further Resources section above.  

Issues with legacy wording which this template sub-clause seeks to address 

Issues with legacy wording which this template seeks to address include: 

References to EEA/ EU 

Under current plans, after the UK exits the EU (currently scheduled for 11pm on 29 March 2019 (Exit 

Day)), the UK will no longer be part of the EEA or EU regardless of whether a ‘transition period’ is agreed. 

Legacy agreements and precedents often include a core restriction prohibiting the transfer of personal 

data outside of the ‘EEA’ or ‘EU’ without the controller’s consent. Following Exit Day: 

• such wording would strictly prohibit transfer of personal data to the UK from the EEA/EU, which 

may conflict with the commercial intent 

• as the UK will not be in the EU or EEA following Exit Day, without a contract change such wording 

may place no restrictions on transfers of personal data outside of the UK. Regardless of whether 

a transition period is entered into, UK laws will impose Transfer Restrictions on transfers to 

countries outside the EEA (and, except in any transition period, potentially on transfers to the EEA 

too) 

Such provisions therefore need to be amended before Exit Day to allow for transfers between the EU/EEA 
and UK (subject to appropriate Transfer Mechanisms) where that is the intent and to ensure that 
counterparties are prohibited from transferring personal data outside of the UK unless agreed and subject 
to Transfer Mechanisms. Processor organisations in particular may be in breach of contract if contractual 
terms relating to international transfers cannot strictly be complied with. 

References to out of date Transfer Mechanisms 

Contracts commonly specify the Transfer Mechanisms to be employed by a party when data is transferred 

internationally. Such Transfer Mechanisms need to be considered and drafted appropriately to take 

account of the fact that in certain Brexit outcomes: 

• new Transfer Mechanisms may be required  

• the UK and EEA may mandate different Transfer Mechanisms 

Risks of disruption 

Parties should consider whether the contract addresses (or should address) the implications of the parties 

being unable to continue transferring personal data for any reason (for example if the EU and UK remove 

any necessary mutual adequacy decisions). For further guidance, see the Group’s previous paper Brexit 

and international personal data transfers: practical approaches for the private sector in a time of 

uncertainty and clause X.3(c) below.  

https://blogs.lexisnexis.co.uk/content/future-of-law/brexit-and-international-personal-data-transfers
https://blogs.lexisnexis.co.uk/content/future-of-law/brexit-and-international-personal-data-transfers
https://blogs.lexisnexis.co.uk/content/future-of-law/brexit-and-international-personal-data-transfers
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Consider the ‘viral’ effect of separate UK and EEA Transfer Restrictions 

As explained further in Brexit and international personal data transfers: practical approaches for the 

private sector in a time of uncertainty (in particular in Chapter 4), where personal data will be transferred 

from the EEA to the UK or vice versa and then on to a third country, that personal data would be subject 

to both EEA Transfer Restrictions and (once Retained UK DP Laws are separately in force) UK Transfer 

Restrictions regarding onward transfers. See also Focus Point 1 of this paper. 

 

  

https://blogs.lexisnexis.co.uk/content/future-of-law/brexit-and-international-personal-data-transfers
https://blogs.lexisnexis.co.uk/content/future-of-law/brexit-and-international-personal-data-transfers
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Template controller: processor data processing agreement - 

international transfers sub-clause  

How to use these template sub-clause provisions 
These template provisions are designed to: 

• address EEA and UK Transfer Restrictions 

• be integrated into a broader data protection clause entered into between a controller and 

processor addressing all other requirements of applicable data protection laws (eg the 

requirements of Article 28 of the GDPR) 

For convenience the controller and processor are assumed to be the ‘customer’ and ‘supplier’, 

respectively.  

This template includes drafting notes and optional wording suitable for pro-party versions of the 

agreement, as well as optional text and wording which should be adapted as appropriate. These drafting 

options are highlighted within the template as follows: 

Key 

Purple text Optional pro-supplier wording 

Green text Optional pro-customer wording 

Orange text Optional wording the drafter may wish to include for the further avoidance of 
doubt but which is not strictly required (generally balanced) 

Text highlighted 
grey 

Text to be inserted/ amended as appropriate 

 

For example provisions which can be used in conjunction with this template, see: List of data protection 

clauses and agreements for commercial transactions and personal data processing and sharing—GDPR 

compliant which is available in Lexis®PSL (subject to subscription). 

  

https://www.lexisnexis.com/uk/lexispsl/informationlaw/document/393990/5STD-9MS1-F18F-K199-00000-00/List_of_data_protection_clauses_and_agreements_for_commercial_transactions_and_personal_data_processing_and_sharing_GDPR_compliant
https://www.lexisnexis.com/uk/lexispsl/informationlaw/document/393990/5STD-9MS1-F18F-K199-00000-00/List_of_data_protection_clauses_and_agreements_for_commercial_transactions_and_personal_data_processing_and_sharing_GDPR_compliant
https://www.lexisnexis.com/uk/lexispsl/informationlaw/document/393990/5STD-9MS1-F18F-K199-00000-00/List_of_data_protection_clauses_and_agreements_for_commercial_transactions_and_personal_data_processing_and_sharing_GDPR_compliant


8 

  
Copyright ©2019 LexisNexis®. All rights reserved. 

Definitions used in this sub-clause 
 

 Drafting note: Definitions 

These definitions should be inserted into the ‘definitions’ sections of the main 
agreement as appropriate.  
 
This precedent uses additional defined terms such as ‘Agreement’, ‘Business 
Day’, ‘Customer’, ‘Services’ and ‘Supplier’ which are not specific to data 
processing provisions and which it is assumed will be separately defined 
elsewhere in the relevant agreement. 
 
This precedent also assumes that ‘including’ is defined within the general 
interpretation provisions of the agreement to mean: including but not limited 
to. 

 

  
Adequacy Decision means any adequacy decision as described in Article 45 of the GDPR (or any 

similar or equivalent decision or regulation providing Appropriate Safeguards 
under UK Data Protection Laws), excluding the Privacy Shield (or any 
replacement scheme); 

Drafting note: Definition of ‘Adequacy Decision’ 

As drafted, the term ‘Adequacy Decision’ covers both the decisions under 
the GDPR, but also the equivalent decisions under the Retained UK DP Laws, 
as prescribed by the Data Protection, Privacy and Electronic 
Communications (Amendments etc) (EU Exit) Regulations 2019, SI 2019/419 
and any subsequent UK legislation. NB: while those regulations use the 
phrase ‘adequacy regulations’, the term ‘Adequacy Decision’ has been used 
throughout these template provisions. 

 
 

Appropriate 
Safeguards 

means such legally enforceable mechanism(s) for Transfers of Personal Data as 
may be permitted under Data Protection Laws from time to time; 

Drafting note: Definition of ‘Appropriate Safeguards’ 

As drafted, the term ‘Appropriate Safeguards’ is wider than in the GDPR. 
Here it is used to cover any suitable Transfer Mechanism (including an 
adequacy decision, derogation or appropriate safeguards (such as binding 
corporate rules, standard contractual clauses etc)). 

 
 

Attached Standard 
Contractual 
Clauses 

means the provisions set out in [Annex X] to Schedule [5 (Standard Contractual 
Clauses)]; 

  
Binding Corporate 
Rules 

means the binding corporate rules referred to in Schedule [3 (BCR)]; 

  

https://www.lexisnexis.com/uk/lexispsl/tmt/docfromresult/D-WA-A-WVWAY-AUUU-MsSAYWZ-UUB-UZEYAAUUW-U-U-U-U-U-U-ACCVCZZYZV-ACCWAVDZZV-YVYACUUE-U-U/1/linkHandler.faces?psldocinfo=TMT___Brexit___tracker&linkInfo=F%23GB%23UK_SI%23num%252019_419s_Title%25&A=0.3415469588737958&bct=A&risb=&service=citation&langcountry=GB
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 Drafting note: Definition of ‘Binding Corporate Rules’ 

Under the GDPR, binding corporate rules (BCRs) enable a group of 
companies to demonstrate appropriate safeguards when they transfer 
personal data globally between the group’s entities. Once approved, BCRs 
provide entities of a multinational group of companies with an adequate 
Transfer Mechanism to send data outside the EEA to a country that does not 
have such an adequate level of protection itself. In addition, they provide a 
corporate group with a set of internal rules that define the group’s global 
data protection standards. It is important to note that BCRs do not provide a 
basis for transfers made outside of the group. Retained UK DP Laws will 
create a similar BCR regime for the purposes of UK Transfer Restrictions. 

 

  
Data Protection 
Laws 

means all [applicable laws] relating to the Processing, privacy and/or use of 
Personal Data, as applicable to either party or the [Services], including the 
following laws to the extent applicable in the circumstances: 

(a) the GDPR; 

(b) the Data Protection Act 2018; 

(c) any laws which implement any such laws; and 

(d) any laws which replace, extend, re-enact, consolidate or amend any of the 
foregoing (whether or not before or after the date of this Agreement) (including 
where applicable, the GDPR as it forms part of the law of England and Wales, 
Scotland and Northern Ireland by virtue of the European Union (Withdrawal) 
Act 2018 as modified by applicable domestic law from time to time); 
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 Drafting note: Definition of ‘Data Protection Laws’ 

The definition of the data protection laws must be carefully drafted to ensure 
that it will continue to work for the purposes of all applicable EEA and UK 
jurisdictions post-Brexit. The customer may wish to expand this definition to 
include compliance with other laws such as the ePrivacy regime as well as 
guidance and codes of practice from relevant supervisory authorities.  

Any references to supervisory authorities should be similarly capable of 
capturing both UK and EEA supervisory authorities. 

This definition does not attempt to specify which laws apply ‘in the UK’ or ‘in 
the EEA’ since: 

(a) a key issue for parties transferring personal data from the UK to the 
EEA or vice versa is likely to be the risk that one or more of the 
parties is subject to the extra-territorial effect of the data protection 
laws of the other jurisdiction; 

(b) if the draft Withdrawal Agreement is agreed by the UK and EU, 
Article 71 of that agreement will require that EU law will continue to 
govern certain ‘legacy’ personal data in the UK; see Focus Point 2 of 
the Group’s previous paper Brexit and international personal data 
transfers: practical approaches for the private sector in a time of 
uncertainty 

Likewise, the definition of ‘UK Data Protection Laws’ refers to law ‘forming 
part of’ the laws of the UK rather than laws ‘applicable in’ that area.  

The optional wording in orange is not strictly necessary but could be included 
for the further avoidance of doubt. 

The phrase ‘(whether or not before or after the date of this Agreement)’ has 
been included so that if these clauses are included in a draft agreement prior 
to Exit Day they will not need to be updated if the parties execute the 
agreement shortly after Exit Day. 

 

  
EEA means the European Economic Area (as constituted from time to time) 

together with the United Kingdom prior to EEA Exit; 
  
 Drafting note: Definition of ‘EEA’ 

In the event the UK and EU agree a Withdrawal Agreement, the UK will 
generally continue to be treated as member of the EEA for data protection 
purposes although it will not technically be part of the EEA. 

 

  
EEA Exit means the point in time at which under laws applicable in the European Union 

any Transfer of Personal Data from the EEA (excluding the United Kingdom) to 
the United Kingdom may take place only if, subject to the other provisions of 
the GDPR, the conditions laid down in Chapter V of the GDPR are complied 

https://blogs.lexisnexis.co.uk/content/future-of-law/brexit-and-international-personal-data-transfers
https://blogs.lexisnexis.co.uk/content/future-of-law/brexit-and-international-personal-data-transfers
https://blogs.lexisnexis.co.uk/content/future-of-law/brexit-and-international-personal-data-transfers
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with;  
 

 Drafting note: Definition of ‘EEA Exit’ 

This defines the point at which the UK creates a separate data protection 
regime to which EEA transfer restrictions apply. Given the uncertainty 
regarding how Brexit will proceed this is a challenging trigger to draft, and 
the Group believes that defining this as the point at which EEA Transfer 
Restrictions apply to the UK is safest (rather than, for example, drafting 
which refers to specific Brexit legislation such as the Data Protection, Privacy 
and Electronic Communications (Amendments etc) (EU Exit) Regulations 
2019, SI 2019/419 or specific arrangements with the EU). 

 

  
GDPR means the General Data Protection Regulation, Regulation (EU) 2016/679; 

 
 Drafting note: References to ‘GDPR’ 

Due to the complexity of the GDPR it is common to refer to specific 
provisions rather than duplicate all the detail in a contract. 

Once the UK has established Retained UK DP Laws in place of the GDPR, 
references to the GDPR alone will not be sufficient for the purposes of UK 
law since UK data protection laws will derive from specific UK statutes.   

Where contractual provisions simply refer to further detail which is likely to 
be identical under the GDPR regime as it applies in the EU and any Retained 
UK DP Law (eg a reference in a security schedule to a party having to 
consider the security measures in Articles 32(1)(a) to 32(1)(d) of the GDPR) 
this is unlikely to be problematic.  

 

  
International 
Recipient 

means the organisations, bodies, persons and other recipients to which 
Transfers of Protected Data are prohibited under clause [X.1] without the 
[Customer]’s prior written consent; 

  
Onward Transfer means a Transfer from one International Recipient to another International 

Recipient; 
  
Personal Data has the meaning given to that term in Data Protection Laws; 
  
Privacy Shield means the Privacy Shield scheme in respect of Transfers of Personal Data from 

the European Union to the United States which became operational after the 
European Commission issued its formal Decision (EU) 2016/1250 (or any similar 
or equivalent scheme following EEA Exit providing Appropriate Safeguards in 
respect of Transfers of Personal Data from the United Kingdom to the United 
States under applicable UK Data Protection Laws);  

  
Processing has the meaning given to that term in Data Protection Laws; 
  

https://www.lexisnexis.com/uk/lexispsl/tmt/docfromresult/D-WA-A-WVWAY-AUUU-MsSAYWZ-UUB-UZEYAAUUW-U-U-U-U-U-U-ACCVCZZYZV-ACCWAVDZZV-YVYACUUE-U-U/1/linkHandler.faces?psldocinfo=TMT___Brexit___tracker&linkInfo=F%23GB%23UK_SI%23num%252019_419s_Title%25&A=0.3415469588737958&bct=A&risb=&service=citation&langcountry=GB
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Protected Data means Personal Data received from or on behalf of the [Customer], or 
otherwise obtained or accessed by the [Supplier] in connection with the 
performance of the [Supplier’s] obligations under this [Agreement]; 

  
Sub-Processor means any agent, subcontractor or other third party engaged by the [Supplier] 

(or by any other Sub-Processor) for carrying out any Processing activities in 
respect of the Protected Data; 

  
Transfer bears the same meaning as the word ‘transfer’ in Article 44 of the GDPR (or the 

extent wider the definition of ‘transfer’ in equivalent provisions of UK Data 
Protection Laws). Without prejudice to the foregoing, ‘Transfer’ also includes all 
Onward Transfers OR directly or indirectly transferring, disclosing or permitting 
access to any Personal Data (including all Onward Transfers). Related 
expressions such as ‘Transfers’ and ‘Transferring’ shall be construed 
accordingly; and 

 
 Drafting note: Definition of ‘Transfer’ 

The GDPR does not contain a specific definition of ‘transfer’. There is also 
little guidance available, especially regarding the views of the European Data 
Protection Board.  

Since there is scope for uncertainty as to where particular activities may 
constitute a ‘transfer’ as defined by the GDPR, this precedent primarily ties 
the definition of ‘transfer’ to the meaning given in the GDPR (so that it can 
evolve based on future guidance and case law). The Group’s view is that this 
is safer than attempting to separately define what transfer means which may 
cause more uncertainty. 

The precedent wording includes optional pro-customer wording (in green) 
which applies an additional very broad definition of Transfer so that the 
customer has greater certainty and confidence that the supplier understands 
its core obligations.  

Article 44 of the GDPR will be incorporated into Retained UK DP Laws in a 
manner which will apply the restrictions in that Article to any transfer 
outside of the UK (rather than to transfers outside of the EEA as under the 
EEA regime). This definition has been drafted to relate only to the word 
‘transfer’ in Article 44 of the GDPR, which is likely to continue to be applied 
in the same broad manner for the purposes of both EEA and UK Transfer 
Restrictions for the foreseeable future. As such it is unlikely to be necessary 
to also separately refer to any equivalent definition Retained UK DP Laws, 
although optional text to accomplish that has been included (in orange). 

 

  
UK Data Protection 
Laws 

means Data Protection Laws that form part of the law of England and Wales, 
Scotland and/or Northern Ireland from time to time. 
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The template sub-clause: International transfers 

X.1   
 

 
The [Supplier] shall not Transfer (nor permit any Onward Transfer of) any Protected Data: 

(a) from any country to any other country; and/or 

(b) to an organisation and/or its subordinate bodies governed by public international law, 

or any other body which is set up by, or on the basis of, an agreement between two or 

more countries, 

without the [Customer]’s prior written consent. 

Drafting note: clause X.1 

The controller should insist on wording which generally prohibits international transfers 
that may be in breach of applicable EEA Transfer Restrictions, UK Transfer Restrictions or 
potentially the laws of other jurisdictions. 

Sub-clause (a)  – prohibition on transfers between countries without consent 

The precedent wording in sub-clause (a) requires the customer’s consent to any transfer 
from one country to another. This is the broadest and simplest way of reflecting EEA 
Transfer Restrictions and also encompassing post-Brexit UK Transfer Restrictions.  

This restriction is broader than may be strictly required (eg in some circumstances 
transfers within the EEA may be unnecessarily caught – see below). In practice this 
formulation is unlikely to make any practical difference because in order to comply with 
their own obligations under data protection laws (such as accountability in the case of 
the controller and the obligation to process only on the controller’s instructions in the 
case of the supplier):  

• customers are likely to want detailed information on where their data has been 
transferred and is held (eg even if this is only within two EEA jurisdictions) 

• suppliers are likely to wish to ensure they are able to demonstrate any transfers 
and processing (eg transfers between two EEA jurisdictions for the purposes of 
sub-processing) are in accordance with the customer’s documented instructions 

As such sub-clause (a) is suitable for use in both pro-customer and pro-supplier wording 
(even, for example, in a pro-supplier cloud arrangement) because under GDPR compliant 
provisions such detail can expected to be recorded within the contractual 
documentation in any event.  

What is more critical from each party’s perspective is the drafting of the other sub-
clauses and related provisions. In particular, the supplier will be concerned to ensure it 
has sufficient flexibility to change where processing occurs and the customer will be 
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concerned to ensure any transfers are subject to sufficient controls and conducted on 
appropriate legal terms. 

Sub-clause (a)  – permitting transfers within the EEA: 

Under EEA data protection laws, personal data may be transferred around the EEA 
without the need to comply with any EEA Transfer Restrictions (and may be transferred 
between the EEA and UK in the same way during any transition period if the draft 
Withdrawal Agreement is agreed). The parties may wish to include the additional words 
in orange below to reflect that such transfers are generally permitted and therefore the 
remainder of clause X does not need to be complied with in those cases. 

However, once the UK ceases to be part of the EEA data protection regime (ie on the 
earlier of the UK exiting the EEA in a no deal Brexit or the end of any transition period 
under the draft Withdrawal Agreement) new UK Transfer Restrictions will apply that 
(unless Transfer Mechanisms are in place) may prohibit onwards transfers of personal 
data from one EEA jurisdiction to other EEA jurisdictions under UK law. To address that 
issue, the customer (in particular) should consider adding the further text shown in 
green: 

(a) from any country to any other country (excluding Transfers from one part of the 
EEA to another part of the EEA of [insert description of relevant Protected Data 
which will not be subject to UK Transfer Restrictions]); and/or 

For short term arrangements, customers may not be too concerned by the issue 
addressed by the text in green since: 

• in a no deal Brexit, the UK will grant a general adequacy decision to the EEA 

• alternatively, in the event the draft Withdrawal Agreement is agreed, separate 
Retained UK DP Laws will not come into force until at least December 2020 

Sub-clause (a)  – if transfers outside of the UK are not envisaged 

If the parties only intend to process personal data in the UK, then sub-clause (a) could be 
amended to read ‘outside the UK’. In that case clauses X.2 onwards may be omitted. 

Sub-clause (b) 

Sub-clause (b) reflects the restriction on transfers to ‘international organisations’ which 
applies under the GDPR and which will also apply under Retained UK DP Laws.   

 

X.2  

 
The [Customer] hereby consents to the [Supplier] Transferring Protected Data for the 

purposes referred to [in Schedule 1 (Data Processing Details)] to any International 

Recipients OR the entities and locations set out in Schedule [2 (Permitted International 
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Transfers)], provided all Transfers by the [Supplier] of Protected Data to an International 

Recipient (including any Onward Transfer) shall: 

(a) to the extent required under Data Protection Laws, be effected by way of 

Appropriate Safeguards and in accordance with Data Protection Laws and this 

[Agreement]; and 

(b) be made pursuant to a written contract, including equivalent obligations on each 

Sub-Processor in respect of Transfers to International Recipients as apply to the 

[Supplier] under any of this [insert reference to the provisions of this sub-clause as 

incorporated, eg clause X].  

The provisions of this [Agreement] shall constitute the [Customer]’s instructions with 

respect to Transfers for the purposes of this [Agreement].  

 Drafting note: clause X.2 

This precedent wording permits the processor to transfer personal data notwithstanding 
the Transfer Restrictions provided it is done lawfully. The purple wording or green 
wording may be used depending on the perspective of the party drafting. 

Any transfers permitted should ideally include a description of who will be processing the 
protected data (ie a named entity, if possible), the country in which the protected data 
will be processed and the mechanism in place to allow the transfer (eg EU standard 
contractual clauses). Such details could be included in Schedule 2 (Permitted 
International Transfers). Documenting such matters will make it easier for the customer 
to comply with its accountability and transparency obligations (eg see Articles 13(1)(f) 
and Article 14(1)(f) of GDPR). 

The supplier should note that under the GDPR if it processes personal data other than on 
instructions from the controller (unless required to do so by Union or Member State law) 
it would itself be in breach of the GDPR (see Article 29) and/or become a ‘controller’. 
Equivalent provisions will apply under Retained UK DP Law.  

It is therefore likely that the customer will push the supplier to give greater certainty as 
to the countries it will transfer personal data to and the intended recipients and that 
providing such information may also assist the supplier in demonstrating its own 
compliance and avoiding the risk of becoming a ‘controller’. It would be usual for a 
supplier to agree to document the locations to which transfers may be made and the 
classes of recipients or purposes of the transfers (even if a list of specific recipient 
entities is not referred to). 

Sub clause (b) may not be strictly necessary assuming the other data protection 
provisions include (as they should) a general requirement that any sub-processor must 
be appointed under a binding written contract containing the same obligations as apply 
to the supplier under the data protection provisions and that the supplier remains fully 
liable for each sub-processors’ acts and omissions. However, it would be good practice to 
include this wording for further clarity. 
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X.3 The Appropriate Safeguards employed by the [Supplier] in connection with this 
[Agreement] shall (to the extent providing Appropriate Safeguards in respect of the specific 
Transfer of Protected Data to an International Recipient) be as follows:  

(a) any relevant Adequacy Decision; 

(b) in the absence of an Adequacy Decision, any one or more of the following, 

as appropriate [(the exact form and terms of which shall be subject to the 

Customer’s [prior] written approval)]: 

i) the Binding Corporate Rules on the terms [set out in Schedule [3 

(BCR)] OR approved by the Customer in writing;] 

ii) the Privacy Shield on the terms set out in Schedule [4 (Privacy 

Shield)]; [and/or] 

iii) the Attached Standard Contractual Clauses on the terms set out in 

Schedule [5 (Standard Contractual Clauses)]; and/or 

(c) an alternative Appropriate Safeguard [agreed in writing between the parties 

(consent of either party not to be unreasonably, withheld, conditioned or 

delayed)]. 

 Drafting note: clause X.3 (Optional) 

Both controllers and processors must ensure they do not transfer personal data 
contrary to applicable Transfer Restrictions. The controller also has broad obligations 
under the GDPR to be accountable for the data and the processor should note that if 
it processes personal data other than on instructions from the controller it would 
itself generally be in breach of Article 29 of the GDPR (or equivalent provisions under 
Retained UK DP Law) and may therefore be deemed to be a controller.  

It is therefore generally in the interests of both parties to be as clear as possible in 
the agreement as to:  

• where data will be transferred (see clause X.2)  

• the safeguards that will be employed (this clause X.3), 

and to ensure all anticipated safeguards are in place. 

Sub-clause (a) – (c) may be simplified if fewer potential mechanisms (eg only 
standard contractual clauses) are available.  

Sub-clause (c) provides a simple mechanism allowing the supplier flexibility to find an 
alternative mechanism if those specified become unavailable (eg due to Brexit) (and 
optionally) provided this is agreed by the controller. Alternatively, the parties may 
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wish to include a specific ‘change of laws’ and/or change control procedure within 
the contract to address the need to change Transfer Mechanisms. 

  
 

X.4 The Supplier warrants and represents that:  

 (a) it [and [insert relevant recipient(s)]] is currently certified under the Privacy Shield 
(certification number: [insert]) and at all relevant times shall maintain a valid 
certification; and 

Drafting note: clause X.4(a) 

This provision should be used if X.3(b)(ii) is included and will be used in connection 
with a transfer to the supplier’s operations in the US.  

 
  

(b) it shall not permit any International Transfer [to which clause X.3(b)(iii) relates] 
until the Attached Standard Contractual Clauses have been duly entered into as 
binding and enforceable legal obligations between the [Customer] and relevant 
‘data importer’ as defined in the Attached Standard Contractual Clauses. 

 Drafting note: clause X.4(b) 

This provision should be used if X.3(b)(iii) is included. It reflects that the current 
standard contractual clauses between controllers and processors must be entered 
into between the importer and exporter of the data (ie potentially between the 
Customer and Supplier or between the Customer and a Sub-Processor of the 
Supplier).  

If not already executed, each party should consider including additional obligations 
on the other to execute (or procure execution of) the Attached Standard Contractual 
Clauses promptly (eg within a certain number of days). 

 
 

X.5 The provisions of Schedule [5 (Standard Contractual Clauses)] and the Attached 
Standard Contractual Clauses shall prevail over this [Agreement] to the extent of any 
conflict or inconsistency. [The [Supplier] shall ensure the provisions of the Attached 
Standard Contractual Clauses also prevail over any other arrangements with the 
relevant Sub-Processors to the extent of any conflict or inconsistency.] 

Drafting note: clause X.5 

This provision should be used if X.3(b)(iii) is included. This provision reflects that 
the current standard contractual clauses can only be amended to a limited extent 
if they are to remain valid. It is included to guard against the risk of other 
arrangements inadvertently varying the provisions. 

 

  

X.6 The [Supplier] shall promptly (and within two [Business Days] of request from time 
to time) provide the [Customer] with details of the Appropriate Safeguards 
employed pursuant to this clause X and the means by which to obtain a copy of 
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them or where they have been made available. The [Customer] may make such 
information and copies publicly available, including to data subjects. 

  
 Drafting note: clause X.6 

This information should be obtained to assist the customer’s compliance with 
the transparency obligation in Article 13(1)(f) or Article 14(1)(f) of the GDPR. 

The final sentence might be optional depending on how prescriptive the 
customer is about the Transfer Mechanisms that can be used in X.3; ie if they 
have to approve this upfront they may already have the information. 

 
 

 

Schedules:  

1. Data Processing Details 

2. Permitted International Transfers 

3. BCR 

4. Privacy Shield 

5. Standard Contractual Clauses 

 

Focus Point 1: Processor’s responsibility for onwards transfer by a controller in another jurisdiction  

Article 44 of the GDPR states (emphasis added): 

‘Any transfer of personal data which are undergoing processing or are intended for processing after transfer to a 
third country or to an international organisation shall take place only if, subject to the other provisions of this 
Regulation, the conditions laid down in this Chapter are complied with by the controller and processor, including 
for onward transfers of personal data from the third country or an international organisation to another third 
country or to another international organisation….’ 

Equivalent provisions would apply under Retained UK DP Law. 

ICO guidance emphasises that: ‘…the GDPR’s prohibition on transferring personal data outside the EEA 
applies equally to processors as it does to controllers. This means you must ensure that any transfer 
outside the EEA is authorised by the controller and complies with the GDPR’s transfer provisions’. 

Read strictly, the UK and EEA Transfer Restrictions would therefore seem to impose:  

• responsibility for complying with EEA Transfer Restrictions (including the need to restrict 
onward transfers) on any processor transferring personal data outside of the EEA, and  

• responsibility for complying with UK Transfer Restrictions (including the need to restrict onward 
transfers) on any processor transferring personal data outside of the UK  

Position where supplier is a processor 

It follows that once personal data has entered into a relevant jurisdiction (ie the EEA or the UK as 
appropriate), there is a technical risk (reading the legislation strictly) that a UK or EEA processor must 

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/controllers-and-processors/what-does-it-mean-if-you-are-a-processor/
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ensure any personal data ‘returned’ to the controller in a third country is not subsequently transferred 
onwards by that third country controller in breach of the applicable Transfer Restrictions regime in the 
processor’s jurisdiction. In theory, this also raises issues for UK or EEA processors transferring personal 
data ‘back’ to a controller between the UK and EEA once the UK has left the EEA data protection regime, 
since each will ultimately be a ‘third country’ from the perspective of the other’s Transfer Restrictions 
and the UK and EEA Transfer Restrictions and Transfer Mechanisms may vary materially post-Brexit.  

One option for UK or EEA processors returning personal data to a controller in a third country would be 
for the processor to include a clause in which the third country controller acknowledges that restrictions 
on onward transfers of personal data may apply under the laws of the processor’s own jurisdiction and 
require that the controller shall ensure that it does not permit any onward transfer of any protected 
data transferred to it by the processor in breach of the laws applicable in the processor’s jurisdiction.  

There is currently little guidance on this issue (the ICO’s guidance on international transfers makes no 
reference to onward transfers). In discussions among the Group, arguments have been raised as to 
whether the processor seeking to impose any such provision would be an overreach of processor 
responsibilities (ie there is an argument that only the controller should issue instructions regarding 
processing (including in relation to cross-border transfers) and that the processor may be at risk of 
breaching Articles 28(10) and 29 of the GDPR (or equivalent Retained UK DP Laws) and/or risk becoming 
a joint controller by trying to impose conditions on the controller’s use of data). Against that argument 
it has been suggested that the processor imposing obligations on a controller to comply with its own 
data protection obligations would (assuming the GDPR is to be read as imposing such obligations) be 
consistent with the GDPR regime and therefore would not be an overreach of the processor’s role.  

In summary, the Group believe that the practical risk of enforcement against a processor in relation to 
this issue is likely to be highly theoretical in most cases, including because: 

• UK and EEA Transfer Restrictions are unlikely to generally diverge materially in the short term 

• the UK has indicated it will grant the EEA a general adequacy decision in the event of a no deal 
Brexit (at least for the short term) further reducing the risk to UK processors transferring 
personal data back to the EEA 

• in the absence of further guidance from a court or supervisory authority indicating that the EU 
or UK laws would be interpreted in this way, requiring a processor to impose obligations on a 
controller would seem inconsistent with the approach taken to controllers and processors 
generally in the GDPR (as well as with common sense); an alternative interpretation, that 
would seem to the Group to be more consistent with the ‘spirit’ of the GDPR, would be to 
assume that the processor’s responsibilities under Transfer Restrictions apply primarily to its 
own direct transfers back to controllers and/or to transfers it initiates or is responsible for (eg 
transfers to or by its own sub-processors) 

• in practice few processors would have the leverage to attempt to impose such obligations on 
controllers/customers (for example, even a cloud service provider in the EEA would likely 
struggle to impose terms on a third country customer that it could control where that 
customer’s processed data was sent by the customer after the cloud service provider has 
processed it) 

• UK or EEA supervisory authorities are most likely to be interested in data transfers by a 
processor which involve personal data of data subjects from their own jurisdiction; in those 
cases the supervisory authority may have jurisdiction over the third country controller in any 

https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/international-transfers/
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event due to the extra-territorial reach of data protection laws (and would therefore be able 
to target the controller rather than the processor in any enforcement action) 

• in view of the above, in practice UK and EEA supervisory authorities seem unlikely to pursue a 
processor in their own jurisdiction for subsequent non-compliant onward transfers 
(accordingly to the law of the processor’s home jurisdiction) by a third country controller 

On balance, the Group therefore believes it would be generally inappropriate to include any such 
provision, even in a pro-processor clause, at present. However, processors should keep emerging case 
law and guidance under review on this point. 

 

Focus Point 2: Impact on limitations of liability and indemnity 

While not directly relevant to the above template, the Group notes that as explained in Brexit and 
international personal data transfers: practical approaches for the private sector in a time of 
uncertainty, once the UK and EEA have separate data protection regimes businesses may be subject to 
the risk of:  

• regulatory divergence between the EEA and UK 

• investigations by both UK and EEA supervisory authorities (both of which will have the power 
to separately impose fines of up to €20,000,000 (reflected as £17,000,000 in UK legislation) or 
(in the case of an undertaking) 4% of annual worldwide turnover, whichever is higher)  

 
As such it is likely that parties to cross-border data transfers between the EEA and UK will wish to 
negotiate harder over liability and indemnity provisions, with each party seeking to increase the 
exposure of the other and minimise its own exposure. Suppliers may also look to pass down the higher 
costs of compliance with a much more complex regime if this cannot reasonably be absorbed as a 
normal cost of business. 
 
On balance the Group believes there is no reason to move substantially from emerging market practice 
on liability simply because the arrangement has an EEA/UK cross-border element. However, that is a 
factor to consider as part of the general risk matrix which should inform the position adopted by the 
parties.   

 

 

 

 

 

  

https://blogs.lexisnexis.co.uk/content/future-of-law/brexit-and-international-personal-data-transfers
https://blogs.lexisnexis.co.uk/content/future-of-law/brexit-and-international-personal-data-transfers
https://blogs.lexisnexis.co.uk/content/future-of-law/brexit-and-international-personal-data-transfers
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Annex: Scope of this paper 

Matters covered in this paper  

This paper is designed to assist the thinking of private sector commercial organisations as they relate to 

the restrictions on cross-border transfers of personal data set out in the Transfer Restrictions of the GDPR 

and equivalent provisions of Retained UK DP Law.  

The law in this paper is stated as of 25 February 2019.  

At the time of publishing there is considerable uncertainty as to how Brexit will unfold in practice, and in 

many areas, a lack of definitive legislation, guidance or precedent to confirm how relevant laws may apply.  

Please note the Disclaimer towards the front of this paper. This paper should not be regarded as legal 

advice and cannot offer a definitive view, particularly due to the rapid rate of change in this area. 

Appropriate specific legal advice should be sought on the specifics of any particular arrangement or 

matter.  

This paper does not address those matters set out below. 

Matters not covered in this paper  

Readers should note that, among other things, this paper does not consider: 

• non-UK laws, including specific data protection or privacy laws in any EEA or non-EEA states 

outside the UK which may impose additional requirements under local laws, or other matters 

from the perspective of businesses established outside the UK 

• transfers to international organisations (as defined in the GDPR) or involving the public sector 

• data protection laws other than the Transfer Restrictions under the GDPR (or equivalent Retained 

UK DP Law) as relevant to arrangements between private sector entities. In particular, this paper 

does not focus on:  

 

o Directive (EU) 2016/680 (the Data Protection Law Enforcement Processing Directive) 

o ePrivacy Directive or the proposed ePrivacy Regulation 

o processing of personal data for law enforcement or by the intelligence services or the 

‘applied GDPR regime’ under the UK’s DPA 2018 

o any other EU data protection laws (or any implementing national laws based on those)  

 

• personal data processing outside the UK (eg in Gibraltar, the Channel Islands, the Isle of Man or 

Sovereign Base Areas) 

• the steps organisations must take for general compliance with EU/EEA or UK data protection laws 

or compliance with any part of the GDPR other than Chapter V (and its equivalent under Retained 

UK DP Laws) (for example, this paper does not consider impacts on record keeping, data 

protection impact assessments, appointment of representatives, compliance with any of the core 

principles or privacy policies or notices) 
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• those areas of uncertainty that exist under the current GDPR regime as it applies at the date of 

this paper (including, for example, the scope of the GDPR’s extra-territorial reach and under 

equivalent provisions in UK laws post-Brexit) 

• the ability of supervisory authorities or data subjects to enforce data protection laws and/or 

enforcement of contractual provisions post-Brexit (including in non-EEA jurisdictions) 
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