
KEY POINTS
�� The primary property question arising with cryptoassets is the relative weight to be given 

to each of the private key and the blockchain as constituent parts of a comprehensive 
whole.
�� The author submits that cryptoassets are best characterised as membership of or right to 

participate in a collective with a defined quantum of value; unpermissioned networks are 
best characterised as a novel type of unincorporated association.
�� She further submits that the private key can be characterised as representing the legal 

interest of possession in respect of such membership or right of participation, which is 
often bailed to an intermediary.
�� She finally submits that such characterisations are consistent, rather than inconsistent, 

with the common commercial use of the blockchain as a definitive register of title.

Author Amy Held

Private Keys v Blockchains: what is a 
cryptoasset in law?
Two of the key weaknesses of legal property analyses of cryptoassets are: (i) failure 
to distinguish between the vast range of cryptographic assets currently in use; 
and (ii) insufficient consideration of the interdependent coding functions of the 
private key and the blockchain. Depending on the particular use case considered, 
such failures typically result in a property characterisation with exclusive emphasis 
on either the private key or blockchain. This approach will ultimately result in a 
fragmented system of property in cryptoassets lacking internal consistency. In this 
article, Amy Held therefore considers both the code and commercial applications 
to offer another property characterisation that can apply to all applications of 
Decentralised Ledger Technology (DLT).

“Simply saying ‘you should have chosen 
a better password’ won’t do; neither will 
‘the blockchain now says that your money 
belongs to Fred’.”

Ross Anderson, Ilia Shumailov, Mansoor 
Ahmed and Alessandro Rietmann1 

PRELIMINARIES

nCryptoassets are increasingly becoming 
the subject of legal property analyses. 

It is submitted that one key weakness of 
many such analyses is failure to distinguish 
between the vast range of cryptographic 
assets: the lump categorisation of all “assets” 
resulting from the leveraging of decentralised 
ledger technology (DLT) under the term 
“cryptocurrency”. 

“Cryptocurrencies” proper, such as Bitcoin, 
are best considered in functional legal terms as 
contractual consideration, ie payment in a sale 
of goods. Bitcoin, the original cryptocurrency, 
was positively intended as a commercial 
alternative to fiat currencies issued by the 
State, however, cryptocurrencies are also 
increasingly used as (speculative) investment 
assets in their own right. 

“Cryptocurrencies” should be 
distinguished from what this article defines 
as “cryptoassets” more generally, which arise 
in the applications of “second generation” 
DLT. Ether, for example, is the native 
cryptocurrency used within the Ethereum 
decentralised ledger (DL) network. Although 
Ether can be used as a general means of 
exchange, it was never intended by its creators 
to compete actively with fiat currency. Rather, 
its primary function remains the only means 
to “pay” for the execution of smart contracts 
within the Ethereum network by exchanging 
Ether for another cryptoasset known as “gas”. 

A further distinction should be drawn 
with tokens, such as the ERC20 used in 
Ethereum. Tokens are a feature of smart 
contracts and are typically created when DLT 
is adopted for some specific application. In the 
capital markets alone, DLT is currently being 
leveraged at at least three levels across the 
existing infrastructure: 
�� between issuer and investor in direct 

issues, such as “blockchain bonds”; 
�� “top-down” from the top-tier 

intermediaries, such as a central securities 
depository or a share register; and 

�� between sub-tier custodian intermediaries 
inter se on trading platforms. 

Here, common uses of tokens are 
to represent an intermediated security 
held with a custodian or dealings in such 
securities using the existing financial markets 
infrastructure; or to represent the obligation 
of the issuer itself to repay principal and pay 
coupon to holders. Such representation, 
however, may also be effected using a 
cryptocurrency, say Bitcoin, with certain 
data identifiers to “earmark” certain coins as 
representing the underlying asset.

Another key weakness in many legal 
analyses is insufficient consideration of 
the practical and social factors inherent 
in any commercial transaction. These are, 
perhaps, more familiar to the law: express 
agreements between the parties as to the 
legal implications or character of their DLT 
applications; proprietary licensing of DLT 
software; and crucially, whether the parties 
have chosen to operate the network on a 
permissioned or unpermissioned basis, or 
expressly designate the cryptoasset as bearer 
or registered property. 

This article is premised on the proposition 
that any rational definition or system of legal 
property in cryptoassets must be capable, 
in principle, of applying to the full scope of 
commercial applications and cryptoassets 
currently in use, if it is to be fit for purpose. 

CODE AND CRYPTOGRAPHY
Notwithstanding wide technical variation 
between applications, two characteristics may 
be identified as definitive of cryptoassets for 
present purposes: 
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�� reliance on a DL to generate an 
immutable and definitive record of 
changes in state; and 
�� reliance on cryptographic key pairs to 

render proposed changes to the state 
trustworthy and secure. 

The central theses of this article are that: 
�� it is this duality that creates a unique 

challenge for property law; and 
�� the imperative to strike the correct legal 

balance is, more often than not, obscured 
by uncritical recourse to legal precedents 
and pragmatic intuitions. 

At the most basic level, DLs are simply 
definitive records of “changes in state”. As 
such, the original DL, the Bitcoin blockchain, 
is a record of the distribution of a fixed supply 
of Bitcoins amongst all participants in the 
Bitcoin network: such distribution amongst 
participants being the relevant “state”, which 
“changes” with time as participants transfer 
Bitcoins inter se. 

From a coding perspective, the DL creates 
the record by means of “blocks”, which can 
be seen as “snapshots” of the current state 
at any given time, then linked together to 
create a “stop motion” continuum of events. 
An analogy with the individual frames of 2D 
animation is apt. 

To illustrate using Bitcoin, suppose there 
are (to keep it simple) only ten Bitcoins 
currently in existence and a total of two 
Bitcoin users, Alice and Bob. Assume that 
Block X records that at 00.00 today, the 
distribution of total value amongst the total 
number of participants is: Alice: 8, Bob: 2. 
At 00.04, Alice wishes to send two of hers 
to Bob and begins the process of transfer. 
This is typically done using the “transfer” 

function on cryptocurrency wallet apps, 
which is broadly similar to a standard online 
banking transfer. 

Alice tapping “transfer” effects, in coding 
terms, a message broadcast to the rest of the 
Bitcoin network proposing a new change in 
state. This will, however, only be recorded on 
the blockchain as an agreed change in state if 
the requisite cryptographic proofs are met. 
If so, Block X + 1 in our example will record 
the change in distribution of Bitcoin as 
Alice: 6, Bob: 4. As new blocks are created 
(or to use Bitcoin parlance, “mined”), which 
occurs on average every ten minutes, each 
new block (child) is linked to the block 
immediately preceding it (parent) in time. 
The cumulative chain of blocks is, thus, 
known as the “blockchain” and the Bitcoin 
blockchain is freely available to download on 
an open licence to be accessed in real time. 
Any device connected to the blockchain is 
known as a “node”.

DLs are valued for their immutable, 
secure, and publicly verifiable nature 
without recourse to a trusted third-party 
intermediary. Such qualities are achieved 
through the aforementioned cryptographic 
proofs required for successfully proposing 
changes in state. In this sense, and 
particularly in the cryptocurrency context 
where banking analogies are appropriate, 
DLT can usefully be seen as a novel way 
to clear and settle payment mandates. 
Such mandates are given by broadcasting 
proposed changes in state to the network 
rather than, say, physically handing over 
a non-negotiable cheque. Whereas, in the 
case of the cheque, clearing and settlement 
in the central banking system relies on the 
payment instruction represented by the 
cheque physically being presented at the 

drawee bank, which will then check the 
drawer’s account balance with the drawer’s 
bank, clearing and settlement by DLT relies 
on cryptography, a branch of mathematics 
used in information security.

At the heart of the mathematics is 
a cryptographic “private key”, which is 
essentially a large and random number used 
to generate more large and unique numbers 
through special mathematical functions. 
The key feature of these functions, insofar 
as information security is concerned, is that 
they enable calculation of an equation in one 
direction (say, 1 + 2 = 3) but are infeasible to 
calculate in reverse (3 – 2 = 1). 

Of these numbers generated from the 
private key, the most important for present 
purposes is the “public key”, often known as 
the “Bitcoin address”. This essentially signals 
“at where” one receives Bitcoin within the 
Bitcoin network, much in the same way that 
one’s email address is made public to signal 
to others “at where” in the digital universe 
one receives email. On the other hand, the 
function of the private key remains on the 
“spend” side of clearing and settlement: 
each proposed transfer of Bitcoin requires 
the payer to “sign” the proposed change in 
state with a number generated by a private 
key. This signals to the other participants 
in the Bitcoin network that the payment 
instruction is authentic. 

These concepts underpin a Bitcoin spend 
roughly as follows. Assume Alice were the 
legitimate holder of the eight Bitcoins when 
she proposed to send two to Bob. Bob then 
having received a legitimate payment to a 
particular public address, the mathematical 
relationships underpinning his private key, 
public key, Bitcoin address, and signature 
will prevent him from spending any of those 
coins in turn, unless he can also “sign” his 
spends using the digital signature derived 
from the same private key which lies at the 
root of his Bitcoin address. 

When a user thus confirms a payment 
mandate in their wallet app, the instruction 
is propagated to every node connected to 
the DL network, which each assesses the 
mandate and private key according to certain 
cryptographic criteria. If the mandate 
comes up to proof, it temporarily waits in a 

FIGURE 1: A PRIVATE KEY IN THREE DIFFERENT NUMERICAL FORMATS 
Because the number is so large, it is cumbersome to represent it using the decimal 
system. Hex stands for “hexadecimal”, which is a system of representing numbers 
using not only the numerals 0-9, but also the letters A through F.2

Format Private Key

Hex

WIF

WIF-compressed

1e99423a4ed27608a15a2616a2b0e9e52ced330ac530edcc32c8ffc6a526aedd

5J3mBbAH58CpQ3Y5RNJpUKPE62SQ5tfcvU2JpbnkeyhfsYB1Jcn

KxFC1jmwwCoACiCAWZ3eXa96mBM6tb3TYzGmf6YwgdGWZgawvrtJ
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datapool with other proposed transactions 
to be included on the next block as a publicly 
agreed change in state. 

Such maintenance of the blockchain 
is carried out by a sub-network of mining 
nodes by means of a competition to solve 
a mathematical puzzle called the “proof of 
work” algorithm. The cost of competing, 
predominantly the considerable computing 
costs involved in mining, is offset by 
incentives: a transaction fee denominated 
in Bitcoin, which is included in all transfer 
mandates by users in addition to the amount 
to be transferred; and the reward of new 
Bitcoins, which are and will continue to 
be created with each new block until the 
pre-programmed cap of 21 million mineable 
Bitcoins is reached.

The competition to solve the proof 
of work problem begins with each miner 
selecting the block which they consider 
to be the most recent on the chain (ie the 
parent), and to which their proposed new 
block, which incorporates the proposed 
changes in state waiting in the datapool, 
will be linked (the child). The miners then 
compete to be first to solve the proof of 
work algorithm. When a “winner” is found, 
their proposed new block will immediately 
be checked by all other mining nodes 
according to cryptographic criteria. Thus, 
all mining nodes will verify the new block 
to confirm that it is valid. This is the first of 
two levels of achieving overall security and 
decentralised consensus; in addition, the 
newly mined block must also remain on the 
blockchain by being selected as the valid 
parent block to which the next child will 
be attached. Should it be rejected as a valid 
parent at this second stage, it will be treated 
as an “orphan” offshoot not part of the main 
blockchain with its definitive record of 
changes in state.

In the Bitcoin and Ethereum networks, 
mining and participation is open to all under 
open source code and open software licences. 
Such open access networks are known as 
“public” or “unpermissioned” and differ from 
some newer DL initiatives. Many of these have 
been designed for and tailored to particular 
use cases and, as such, have been typically 
developed privately by technology firms. 

This has resulted in proprietary software 
and DL networks to which access as a node 
or permission to mine new blocks is often 
restricted by the operator or contractual 
licensee of the software. Such “closed” 
or “permissioned” networks should be 
distinguished from Bitcoin and Ethereum, 
and it is arguable that closed networks mark 
a major departure from the original Bitcoin 
ideal of decentralised, peer-to-peer trust. On 
the other hand, the case studies show that 
such compromises may well be necessary if 
DLT is to be used in “real life” applications. 

PRELIMINARY LEGAL 
CONSIDERATIONS
The foregoing analysis has shown that 
knowledge and use of the private key is 
fundamental to exercising key property 
incidents of control, benefit, exclusion, and 
transfer over any cryptoasset. Loss of a 
private key means loss of the value associated 
with it to such extent that, by comparison 
to the popular aphorism “possession is nine-
tenths of the law”, it has been said that: 

“… in Bitcoin, possession is ten-tenths of 
the law. Possession of the keys to unlock 
the Bitcoin is equivalent to possession of 
cash or a chunk of precious metal. You 
can lose it, misplace it, have it stolen, or 
accidentally give the wrong amount to 
someone. In every one of these cases, 
users have no recourse, just as if they 
dropped cash on a public sidewalk.”4

It is, therefore, not surprising that 
private keys have been recognised and 
described as valuable bearer assets: the 
subject of demand in a recognised market, 
the target of theft, the subject of insurance, 
and custody services. For many, the private 
key assumes such significance that it is taken 
as representing the crypto property itself as 

a bearer asset. Such emphasis on the private 
key is readily understood by reference to 
the normative tug of empirical practice of 
control over the value attributed by the DL 
to public addresses.

There has, therefore, been significant 
consideration of private keys as the 
subject of legal ownership: analysis of 
whether property in what is essentially a 
large and random number is possible; the 
categorisation of a private key as a chose in 
possession or in action; recognition that, 
as an intangible, it cannot be the subject of 
legal possession and possession-based legal 
techniques.

Insofar as the function of the private 
key is the technical root of user control in 
enjoying the benefit of a cryptoasset, such 
emphasis on the private key is justified. 
However, there are at least four reasons why 
private keys should not be conflated nor 
equated with the cryptoasset itself. 

First, if Alice wishes to transfer two 
Bitcoin to Bob, although she is unable to do 
so without her private key and loss of the 
key effectively means loss of two Bitcoin, it is 
not this key itself which is transferred. Were 
the private key equivalent to the Bitcoin, the 
only method of transfer would be to hand 
over the key to Bob by reading out a long 
string of letters and numbers. 

Second, from a programming perspective, 
a successful transfer of Bitcoin does not 
transfer the “balance” of Bitcoin, known 
as the “UTXO” or “unspent transaction 
output”, associated with the transferor’s 
key pair; the transfer simply creates a 
mathematical “link” between the “transferor” 
and “transferee” by reference to a mining 
transaction. Returning to the analogy of 2D 
animation, each block on the blockchain is an 
independent snapshot of distribution value 
amongst participants. Nothing is actually 
“transferred” between blocks nor users. 

FIGURE 2: BLOCKCHAIN FORKS AND ORPHAN BLOCKS 
Blocks 4b, 7a, and 8a are all orphans off the main blockchain.3
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Third, although the private key is 
essential to control over UTXO, the specific 
quantum of value it unlocks remains 
premised on a broader system of validation 
and consensus by all the nodes which 
participate in the blockchain network.

From a legal perspective, the most 
difficult issue is, however, that in many 
applications of DLT in commercial practice, 
the parties expressly designate the resulting 
“property” a registered asset, with the DL 
serving as a definitive register of title. In 
such cases, if the law is to give effect to the 
expressed intention and agreement of the 
parties, the relevant cryptoassets cannot be 
anything other than registered property.  
As such, the private key can be no more than 
the equivalent of a transfer instrument used 
to request a change to the register. 

Although it may consequently be simple 
to consider the DL a register of ownership, 
DLs differ from all known title registers 
and settlement system records in that the 
mechanisms for effecting entry on the 
register depend on the pseudo-anonymous 
cryptography underpinning four numbers 
derived from the private key. In addition, 
no other title register utilises a system in 
which applications to effect an entry on the 
register are made through the “one time” 
use of a private key which, having passed the 
cryptographic proofs, are automatically and 
irreversibly registered. There is, therefore, 
no room for rectification or amending a DL, 
irrespective of whether an entry was procured 
by fraud or theft; the only possibility is to 
reverse the effect of a disputed transaction by 
means of a new change in state.

PROPOSED CHARACTERISATION
Hence, the submission at the outset of this 
article: the difficulty in determining the 
legal significance to be ascribed to each 
of the private key and the blockchain to 
underpin a rational system of legal property 
in cryptoassets capable of applying, in 
principle, to all and any use cases. Within 
the wider operation of the relevant crypto 
network, the key question remains: what 
legal significance does a message proposing 
a change in state to the DL network, duly 
signed by a private key, assume?

In developing a proposed solution, it 
is helpful to consider a hypothetical case 
by continued analogy to the clearing and 
settlement of ordinary banking mandates. 
Were Alice the owner of a current account 
wishing to sue her bank for fraud or simply 
defective clearing and settlement services 
on her account, her legal means to do so 
are clear: on the express contract between 
bank and customer. By parallel, if Alice 
wished to sue the mining nodes for defective 
mining services, it is clearly arguable that 
a contract has been concluded between 
Alice and the miner who wins the proof 
of work competition and propagates the 
newest block on the chain which includes 
Alice’s transfer to Bob: a transaction fee 
denominated in Bitcoin (BTC) (included 
with all payment mandates) in consideration 
of mining services. 

Setting aside the obvious practical 
issue of linking anonymous mining nodes 
to persons capable of being sued (which, it 
is submitted, remains more appropriately 
a matter for regulatory, not private law, 
oversight), this hypothetical scenario is 
problematic in that it shows only a partial 
picture of the commercial transaction. First, 
although no consideration is exchanged with 
the rest of the mining nodes, they perform 
the necessary verification with respect to 
the winning candidate block to ensure its 
validity, and the indirect voting that ensures 
that the candidate block remains a valid 
“parent” on the blockchain. 

If, therefore, the winning miner proved 
to be fraudulent, to what extent would it 
be possible to separate liability between 
this miner and the rest of the mining sub-
network which propagated, verified, and 
validated his candidate block? Given that a 
majority of miners is required to validate the 
blockchain or successfully propagate fraud on 
the blockchain, it is unrealistic to apportion 
liability to a single miner. 

A speculative response to these issues may 
be conceiving of the miners as operating in a 
partnership. After all, users do not address 
offers of a transaction fee to any miner in 
particular but the entire mining sub-network, 
which participates as a whole to effect the 
mining service in exchange. Partnership 

concepts of joint liability and fiduciary duties 
are, further, strikingly appropriate to the 
ideological underpinnings of the blockchain 
as a peer-to-peer system of trust. 

If this characterisation is accepted, the 
first question would then be whether the 
mining sub-network can be said to be “the 
relation which subsists between persons 
carrying on a business in common with 
a view of profit” within the meaning of 
s 1(1) of the Partnership Act 1980. For 
present purposes, it suffices to note that 
there is nothing in the decided cases5 which 
precludes the recognition of a partnership 
which carries on mining activities on the 
basis that partnership profits (transaction 
fees and new Bitcoins) will be allocated 
according to internal rules (the proof of 
work competition).

Taking this concept one step further, 
a further alternative may be to consider 
the entire network of nodes as a whole as 
representing a collective undertaking or 
agreement, such as a collective investment 
scheme, joint venture, private investment 
fund, company, or unincorporated association. 
Although each captures the concept of 
participation in a collective, the formal 
difficulties in respect of the former vehicles 
arguably render the unincorporated association 
the most appropriate characterisation for an 
unpermissioned network. 

Unincorporated associations have a long 
history in English law6 and remain the basis 
from which the now-formalised vehicles for 
collective participation, such as companies 
and partnerships, developed. During 
the 17th century, when incorporation 
was originally by grant of royal charter, 
incorporated form did not necessarily differ 
much in practice from unincorporated form. 
Businesses often operated as a “nexus of 
contracts” and informal understandings – 
that is, as an unincorporated association – 
within the broader aegis of a single corporate 
entity. Whereas company law has since 
developed, unincorporated associations 
remain without legal personality, and were 
authoritatively defined by Lawton LJ in 
Conservative and Unionist Central Office v 
Burrell [1981] EWCA Civ 2, [1982] WLR 
522, at [2] as:

250 April 2020 Butterworths Journal of International Banking and Financial Law

  P
RI

VA
TE

 K
EY

S 
V 

BL
O

CK
CH

A
IN

S:
 W

H
AT

 IS
 A

 C
RY

PT
O

A
SS

ET
 IN

 L
AW

?

Feature



”Two or more persons bound together 
for one or more common purposes, not 
being business purposes, by mutual 
undertakings each having mutual duties 
and obligations, in an organisation 
which has rules which identify in whom 
control of it and its funds rests and on 
what terms and which can be joined or 
left at will.”

Unincorporated associations, thus,  
are “creatures of contract”; modern 
authority continues to hold that the rules  
of the association are impliedly binding 
upon members as a matter of ordinary 
contract law.7 

Applied to the Bitcoin network, the 
following observations are made. First 
although many Bitcoin users typically use 
them for business purposes, this does not 
preclude the finding of an unincorporated 
association because the Bitcoin network itself 
does not promote a business purpose; rather, 
the common purpose could be considered 
rooted in the ideology of “doing things 
differently”. Thus, the common purpose 
amongst users would be to agree that 21 
million Bitcoin can be used as an alternative 
to central bank money, values of which 
are defined as UTXO distributed across 
addresses in the network, “transferred” using 
cryptographic key pairs, settled according 
to the proof of work consensus algorithm, 
with changes in the distribution definitively 
recorded on the blockchain. Second, these 
rules are clearly stated in the Bitcoin White 
Paper. Third, mutual duties and obligations 
can be said to arise in the collective task of 
verifying initial proposed changes in state. It 
is submitted, therefore, that unpermissioned 
networks are best characterised as a novel 
type of unincorporated association.

If this is accepted, the concept of a 
unit or share in the more formal collective 
investment scheme or company can be 
usefully adapted and applied to refine the 
property analysis. Obviously, the network of 
nodes does not “own” extrinsic property in 
the same way that an alternative investment 
fund owns a portfolio of assets and holds 
it on behalf of its fund participants, and 
it is not suggested that it is appropriate to 

import wholesale the terminology of “units” 
or “shares” into a proposed characterisation 
of an unpermissioned network as a kind of 
unincorporated association. However, the 
concept is useful from a property perspective. 
By parallel, cryptoassets could be considered 
a quantum of participation or value 
determined by the rules of consensus used by 
the relevant crypto network “association”.

Within this context, the private key 
could then be considered definitive of the 
legal interest of possession. Setting aside for 
present purposes the issue that the modern 
orthodoxy under English law currently does 
not recognise possession as being available 
for intangibles,8 if possession is understood: 
�� as it has been in modern and historic 

common law authority, modern judicial 
attitudes, and modern and historic 
academic commentary as being relative 
to its subject;9 as well as 
�� as it is in other legal regimes10 as 

the right to control and exercise the 
property incident of transferability and 
enjoy the benefit of use, 

it is submitted that the private key can 
appropriately be characterised as possession 
in respect of the right to be recognised as 
participating in the network with a defined 
quantum of value. 

APPLICATIONS
It is submitted that this basic framework 
can apply, in principle, to all practical 
applications of DLT in the financial 
markets. Here, it is worth noting that 
cryptographic financial assets are easy 
subjects of legal property analyses insofar as 
an empirical study11 has shown that many 
use cases in the capital markets expressly 
utilise the DL as a definitive register of title. 
Examples include:
�� the LuxDeco-Nivaura blockchain bond, 

issued over the Ethereum network;12 
�� the Overstock Blockchain Voting Series 

A Preferred Stock and/or Voting Series 
B Preferred Stock, issued over the 
Bitcoin blockchain;13 
�� the HQLAx-Deutsche Börse Digital 

Collateral Receipt, issued over r3’s 
Corda;14 and 

�� the Australian Stock Exchange DLT-
enabled replacement for its equities 
register, which makes use of proprietary 
blockchain software developed by Digital 
Asset LLC.15

In these contexts, identified hierarchies 
of authority within a permissioned network, 
with mining a reserved activity for the 
network operator; or closed access as a 
participant; or, most significantly, express 
legal contracts and designations of the 
cryptoasset as registered property, all 
render recourse to implied obligations and 
entitlements unnecessary. A more creative 
(and contentious) property analysis is, 
thus, unnecessary: financial assets taking 
cryptographic form, as surveyed, are simply 
registered property. 

Issues, however, that arise are apparent 
conflicts between such registration with 
commercial practice and/or the express 
intentions of the parties. All of the case 
studies mentioned above expressly utilise 
the DL as a title register, expressly confer 
legal title on investors directly, but also 
implement some form of private key custody 
or node administration. 

Such intermediated holdings in which 
legal title is retained by investors precludes 
a trust characterisation. Given, however, 
that control over the asset is held by an 
intermediary, the only viable alternative is 
bailment: the cryptoasset is characterised as 
a right to registration on or recognition by 
the blockchain with a defined participation 
value, which is bailed to an intermediary 
through custody of the private key. Such 
characterisation of intermediaries as bailees 
of recognition rights is premised upon the 
proposal that cryptoassets are essentially 
rights of participation in and recognition by 
a collective association; possession of which 
is represented by the private key. 

SUMMARY
Cryptoassets present a challenge for property 
law in that there is no precedent in law or fact 
of a subject characterised by two apparently 
competing incidents of property: 
�� the private key as the sole means of use, 

benefit, and transfer of the asset; and 
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�� the blockchain/DL as the means to 
determining its value and sometimes 
serving as a definitive register of title. 

By reference to the underlying code 
and commercial applications of DLT, 
the article proposed a tripartite property 
characterisation: 
�� an overarching “membership” or 

“participation” in a collective which, 
in unpermissioned networks, is an 
unincorporated association, but in 
permissioned networks, more akin to 
a partnership, company, or collective 
undertaking; 
�� recognition within the collective that 

participation involves value ascribed to 
individual members’ public addresses, 
which could be called a “participation 
value” and broadly classed alongside 
company shares or units in a collective 
investment scheme; 
�� use of a private key to exercise ownership 

rights of benefit, use, and transfer 
over such participation values, with 
the private key representing the legal 
interest of possession in respect of these 
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